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The mission of the U.S. Postal Inspection Service is to 
support and protect the U.S. Postal Service and its 

employees, infrastructure, and customers; enforce the laws 
that defend the nation's mail system from illegal or dangerous 

use; and ensure public trust in the mail.

Who are Those Guys? 



• The Inspection Service is the oldest  
   federal law enforcement agency. 

• In 1772 Postmaster General Benjamin 
  Franklin appointed the position of 
  “Surveyor” to regulate the U.S. Mail.

Our History



• Approx. 1000 Postal Inspectors (national & international)
• 750 Uniformed Postal Police Officers (major metros)
• 700 Support Staff (Analysts, Techs, Lab, Contractors, etc)
• Enforce over 200 Federal Statutes
• Average approx. 7,000 arrests per year

Our Personnel 



Dangerous Mail Investigations



• Civil unrest or large-scale events (road races, inaugurations etc)
• Natural disasters 
• Airport security – 3PK9
• OMC – Observation of mail conditions during elections
• Election Mail Security
• Unsecured curbside delivery conversions 

Physical Security Responsibilities



Investigative Duties:
• Physical assault of employees/contractors
• Conducting threat assessments
• Robberies of employees and facilities
• Sexual assaults of employees
• Kidnapped employees
• Death investigations to include employee homicide/suicide 
• Burglaries and vandalism of postal facilities 

Violent Crimes – Protecting Employees



• Narcotics 
• Currency

Prohibited Mailings –                         
Narcotics & Money Laundering 



• Targeting Mail theft and financial crimes 
involving the Mail; or use of Postal products.

• Thwarting Mail fraud schemes through 
aggressive investigations and prevention. 

Consumer Protection 



• Foreign lottery 
• Sweepstakes 

• Jamaica
• Canada

• Work at home schemes
• Reshipping Fraud
• Investment Schemes
• Election Fraud
• Romance Schemes

Mail Fraud: Title 18 U.S.C. 1341



Mail Fraud
Investment Schemes



Mail Fraud 
Lottery Schemes

“We identified additional victims that sent cash/checks 
to Ms. Coleman and there were numerous SARS filed on 
her as well.  Reviewed her past mail deliveries and the 
supporting SAR documents from BOA and PNC Bank.  It 
was determined she was a money mule and rather than 
wait to make contact- Inspector Thomasson interviewed 
Ms. Coleman earlier this week.  Ms. Coleman became an 
earlier victim in a Publishers Clearinghouse advance fee 
scheme and was now receiving other people’s 
money.  The money was then taken out via debit card by 
unknown individuals.  Inspector Thomasson froze 
remaining monies in the PNC Bank account.  It appears 
$15,000 of your victim’s $26,000 is still in the 
account.  That will be going back to your Arizonia victim; 
Ms. Salmon located in Oro Valley.  Your contact, Ora 
Valley Detective Jones has been kept apprised of this 
situation.”  



• Volume attacks 
• Residential boxing
• Fishing
• Postal vehicle break-ins
• Facility Burglaries
• Registry robberies
• “Porch Pirates”
• Internal mail theft/mail room security compromise

Types of Mail Theft Investigations



• Checks (including cancelled checks)
• Credit cards
• Pre-approved credit card applications
• Convenience checks
• Credit Bureau Reports 
• Bank & credit card statements
• Employee and customer records

What Are Thieves Looking For? 



• Individual thieves
• Street Gangs
• Organized Groups
• Corporate employees
• Postal employees, including contract 

employees
• Airline employees/airport ground support

Who is Stealing Mail? 



• Easy money – “cooking” checks to cash
• Credit card theft/re-encoding
• Pre-approved credit card applications – assume 

credit for large purchases – usually vehicles
• Bank & credit card statements – Bank Account 

Takeovers 
• Employee and customer records – ID Theft

Why Do They Want Your Information? 



Volume Attacks: Residential Mailboxes

Unsecured Curbside Delivery NDCBU – Secured Mode of Delivery



• USPIS notified by local Post 
Office

• Enter into USPS Financial 
Crimes Database

• Customer notifications 

Volume Attacks: Postal Vehicle Break Ins
LLV – Long Life Vehicle

NGDV - Next Generation Delivery Vehicle 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiy9-C0ts3RAhUJw4MKHTLHCwYQjRwIBw&url=http://evworld.com/article.cfm?storyid%3D1702&psig=AFQjCNGnsndjr7LuWY7gAyN6FvKavuEMCQ&ust=1484888295345503


Volume Attacks: Blue Collection Box - Fishing



Volume Attacks: Blue Collection Boxes - Pry



Volume Attacks: Blue Collection Boxes – Arrow Keys



• Allow USPS employees to gain access to 
neighborhood delivery collection box units 
(NDCBU) and Blue Collection Boxes 

• Allows USPS employees to gain access to 
apartment buildings and gated communities

• Keys are considered accountable property 
– If lost/stolen must be entered into NCIC

Postal Arrow Keys



Counterfeit Arrow Keys



• Armed Robberies 
• Facility Burglaries

Violent Crime to Commit Mail Theft



What Happens When They Get Your Check?

• Telegram/Instagram – Used to sell stolen checks, 
recruit “cooks” & cashers

• Wash/Counterfeited using photoshop
• Mobile Deposited
• Recruit others to make money by providing their 

Debit Card and Pin for check cashing “Card 
Cracking”



The Evolution of Check Cashing – Then
Checks were:

Forged (Signature-If Stolen 
Blank) 
Forged (Endorsement)
Counterfeited
Washed or Scraped



The Evolution of Check Cashing –  
Operation Homeless 



The Evolution of Check Cashing – Now



• Easier than other Types of Crime
• Usually, the Casher Does Not Immediately Get 

Caught
• Too Many Cashers for LE to Handle
• Limited Prosecution 
• Low Loss Amounts
• As One Check “Cook” Recently Said, “This is 

Easy Money.”

Why Check Cashing?



• Fraudulent Applications
• Account Takeover
• Credit Card Fraud
• Check Fraud
• Merchant Fraud

Types of Identity Theft



• Identity thieves are submitting online requests 
to redirect a postal customer’s mail.

• The victim’s mail is diverted to an address 
under the thief’s control.

• Personal info used to steal customer’s identity.
• Postal Inspectors can link a suspect to a 

fraudulent online request. 
• USPIS databases can identify additional 

victims.

Fraudulent Change of Address



Fraudulent Change of Address 
How to Prevent It?



• 18 USC 1708 – Possession of Stolen Mail
• 18 USC 1704 – Possession of Keys/Locks, 

Stolen/Reproduced
• 18 USC 1029 – Fraud and Related Activity in 

Connection with Access Devices
• 18 USC 1028(A) – Aggravated Identity Theft
• 18 USC 1344 – Bank Fraud

What Do We Charge Them With? 



Not all Doom and Gloom… 



• Address Checks 
• Address Intelligence – Mail History
• Change of address information
• Controlled deliveries
• PO box/Commercial Mail Receiving Agency 

(CMRA) information
• Search warrants (for mail)
• Financial Crimes Database analysis 
• Mail Covers 

How Can USPIS Help Other LE?



36

Financial Industry 
Non-Receipt/Usage 
Account Takeovers 

Fraud Apps

Major Business 
Mailers

Inspection 
Service Field 

Offices

USPS Customer 
Call Center              

(1-800-ASK-USPS)

On-line Mail Theft Complaint 
http://postalinspectors.uspis.gov

Identity Theft 
Assistance Center 

(ITAC)

U.S. Treasury 
ChecksFinancial Crime

Database (FCD)
Financial Crime
Database (FCD)

USPIS FCD – Sources of Information 



• Reporting mail/ID theft or financial crimes:
– USPIS website at postalinspectors.uspis.gov
– Call USPIS at (877)876-2455

• Complaints are entered into USPIS Financial 
Crimes Database (FCD)

Reporting Financial Crimes



Postal Inspector/Team Leader Marydith Newman 
MJNewman@uspis.gov

IS HOTLINE 877-876-2455 

mailto:MJNewman@uspis.gov
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